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DATA USE AGREEMENT
This Data Use Agreement (“Agreement”) is made and entered into as of this ____________ day of ____________, 20__ (“Effective Date”), by and between HARVARD PILGRIM HEALTH CARE INSTITUTE, LLC (“Research Entity”) and ______________________________ (“Data Recipient”) (each of Research Entity and Data Recipient is sometimes individually referred to herein as a “Party” and Research Entity and Data Recipient are collectively referred to herein as the “Parties”).

WHEREAS, the Research Entity wishes to provide to the Data Recipient, and the Data Recipient wishes to receive from the Research Entity the Disclosed Data, as defined below; 

WHEREAS, the Parties understand that Use and Disclosure of the Disclosed Data is governed by the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”) as amended and extended by the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005, the implementing regulations at 45 C.F.R. Parts 160, 162, and 164 promulgated by the United States Department of Health and Human Services (“HIPAA Regulations”), where applicable, along with any guidance or regulations issued by the U. S. Department of Health and Human Services (“DHHS”), and other applicable laws; 
WHEREAS, Data Recipient agrees to comply with all other applicable federal and state laws for the protection of Personal Information and the reporting of security breach incidents, including the General Laws of Massachusetts Chapter 93H, and implementing regulations at 201 CMR 17.00, New Hampshire Revised Statutes Chapter 359-C, Maine Revised Statutes Chapter 210-B, and Connecticut General Statutes, Chapters 669 (section 36A-701B) and 743dd (hereinafter “the applicable state laws”); 
WHEREAS, the HIPAA Regulations require the Research Entity to enter into a Data Use Agreement with the Data Recipient prior to the Disclosure of the Disclosed Data; and

WHEREAS, the Research Entity regards all or some portions of the Disclosed Data as confidential and proprietary and is willing to provide such information only if its use is restricted to the purpose for which it is disclosed under this Agreement and its confidentiality and security is maintained pursuant to the terms of this Agreement.
NOW THEREFORE, in consideration of the mutual promises below, and the exchange of the Disclosed Data pursuant to the terms of this Agreement, the Parties agree as follows:

1.0 DEFINITIONS
As used in this Agreement, capitalized terms used but not otherwise defined in this Agreement shall have the same meaning as those terms in the HIPAA Regulations or for Personal Information, the definition found in the applicable state laws.  The definitions below which set forth a reference to the Code of Federal Regulations are defined HIPAA terms, and such definitions are incorporated herein as though set forth in full. A change to the HIPAA Regulations that modifies any defined term, or that alters the regulatory citation for the definition shall be deemed incorporated into this Agreement. 
“Disclosed Data” means Protected Health Information (“PHI”) in the form of a Limited Data Set as defined in 45 C.F.R. Section 164.514(e). Disclosed Data may also include Personal Information (“PI”) as defined by Massachusetts Regulations at 201 CMR 17.02 or any other applicable state laws and Business Proprietary Information, as defined below, contained in the Limited Data Set.

“Business Proprietary Information” (“BPI”) means any information that the Research Entity considers confidential including information regarding Research Entity, its affiliates, members, personnel, network of health care providers, or any other party with which it has business dealings (including contractors who have their own provider network and their respective providers), including: rate information and all financial information regarding the rates, per diems, fees, diagnostic related groups, capitation and other rates paid by Research Entity or its contractors to providers, and other terms regarding arrangement with providers; members’ personal and medical information; claims and enrollment information, whether maintained by Research Entity, by Research Entity-affiliated providers or by Research Entity contractors; and corporate information, including financial and contractual arrangements. Business Proprietary Information shall include any information that Research Entity provides to Data Recipient orally, in writing, by electronic communications or by any other method of communication in any form.
2.0 DATA TO BE PROVIDED BY RESEARCH ENTITY
Under the terms and conditions set forth in this Agreement, Research Entity will Disclose to Data Recipient the Disclosed Data described below (insert a meaningful description of the Disclosed Data, including the protocol title): 
________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________
3.0 PERMITTED USES OF DATA

Except as otherwise specified herein, or as Required by Law, Data Recipient may only Use and Disclose the Disclosed Data in a manner that is consistent with the specific purposes described in the space below, which must be only for the purposes of research, public health, or health care operations. Data Recipient agrees not to Use or Disclose the Disclosed Data for any purpose other than for the purposes listed below or as Required by Law. Data Recipient shall not Use or Disclose the Disclosed Data in a manner that would violate the requirements of the HIPAA Regulations, if done by the Research Entity. Any change to the uses must be agreed to in writing in advance of any such change.  (If there is insufficient space below to set forth all agreed upon purposes, the permitted uses of the Disclosed Data may be appended to this Agreement as Appendix A):

________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________
4.0 NAMES OF PERSONS AUTHORIZED TO USE DISCLOSED DATA
In addition to the Data Recipient, only the individuals or classes of individuals, and their organizational affiliations, listed below are permitted to Use or receive the Disclosed Data for the purposes described in Section 3.0 of this Agreement. Disclosed Data will not be shared with anyone else.

________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________
5.0 OBLIGATIONS OF THE DATA RECIPIENT
In addition to the obligations imposed by Sections 2.0, 3.0, and 4.0 above, Data Recipient agrees to the following:
5.1 Data Recipient agrees to use appropriate safeguards to prevent Use or Disclosure of the Disclosed Data other than as provided for by this Agreement. In particular, Data Recipient agrees to implement administrative, physical, and technical safeguards, consistent with the size and complexity of Data Recipient’s operations, to protect the confidentiality, integrity, and availability of the EPHI that it creates, receives, maintains, or transmits on behalf of Research Entity.  Such safeguards shall include, without limitation, implementing written policies and procedures in compliance with HIPAA and HIPAA Regulations, conducting a security risk assessment, and training Data Recipient’s employees who will have access to PHI with respect to the policies and procedures required by HIPAA and HIPAA Regulations. Data Recipient affirms that he or she has the capacity to restrict access to the Disclosed Data. Such capacity may include features of a computer operating system; software that removes electronic images or data from physical storage devices; cabinets that may be locked for storing disks, tapes or other media on which the Disclosed Data, including backup copies, are kept; and training of personnel in the handling of Disclosed Data. In addition, if the Disclosed Data includes PI, Data Recipient will use appropriate administrative, physical and technical safeguards as required under applicable state laws.  Upon request by the Research Entity, the Data Recipient will describe the safeguards being used to prevent unauthorized Use or Disclosure of the Disclosed Data.

5.2 Data Recipient agrees to ensure that Disclosed Data is used only on the institutional premises of the individuals or classes of individuals listed in Section 4.0. The Disclosed Data may not be moved to other institutions or new locations without the express written approval of the Research Entity.
5.3 Data Recipient agrees that it will not disclose any Disclosed Data to any agent, including a subcontractor, without prior written approval from the Research Entity. If such approval is granted by the Research Entity, Data Recipient agrees to ensure that any agent, including a subcontractor, to whom it provides the Disclosed Data, agrees to the same restrictions and conditions that apply to the Data Recipient with respect to such information.

5.4 Data Recipient agrees not to attempt to determine the identity of anyone whose information is in the Disclosed Data, or to contact any individual whose information is in the Disclosed Data.  
5.5 Data Recipient shall indemnify and hold harmless the Research Entity, including any of its affiliates, and their respective trustees, officers, directors, employees, and agents from and against any and all claims, causes of action, liabilities, losses, expenses, damages or injuries as a result of, or relating to a breach of this Agreement by the Data Recipient or its agents or subcontractors, including but not limited to any unauthorized Use or Disclosure of the Disclosed Data. The Parties’ rights and obligations under this Section 5.5 shall survive the termination of this Agreement.
5.6 Breach of Privacy or Security Obligations. Consistent with the requirements of HIPAA Regulations and any other security breach notification laws, Data Recipient shall comply with the following:
5.6.1 Notice to Research Entity. Data Recipient shall notify Research Entity following discovery and without unreasonable delay, but in no event later than five (5) business days following discovery of any Breach of Unsecured Protected Health Information, as such terms are defined by HIPAA or the HIPAA Regulations, or any Breach of Security under the applicable state laws (collectively “Breach”). Data Recipient shall cooperate with Research Entity in investigating the Breach and in meeting Research Entity’s obligations under the HIPAA Regulations and any other security breach notification laws. Data Recipient shall follow its notification to the Research Entity with a report that meets the requirements outlined immediately below.
5.6.2
Reporting to Research Entity.  For any Breach, Data Recipient, without unreasonable delay, but in no event later than ten (10) business days after Data Recipient learns of such Breach, shall provide Research Entity a written report that will: (a) identify, if known, each individual whose Unsecured Protected Health Information or PI has been, or is reasonably believed by Data Recipient to have been, accessed, acquired, or disclosed during such Breach; (b) identify the nature of the non-permitted access, use, or disclosure, including the date of the incident and the date of discovery; (c) identify the PHI or PI accessed, used, or disclosed (e.g., name, social security number, date of birth); (d) identify who made the non-permitted access or use, or received the non-permitted disclosure; (e) identify what corrective action Data Recipient took or will take to prevent further non-permitted access, use or disclosure; (f) identify what Data Recipient did or will do to mitigate any harmful effect of the non-permitted access, use, or disclosure; and (g) provide such other information, including a written report, as the Research Entity may reasonably request.
6.0 TERMINATION OF AGREEMENT
6.1 This Agreement shall be effective from the Effective Date until all of the Disclosed Data provided by Research Entity to Data Recipient is destroyed or returned to Research Entity. Data Recipient shall return all of the Disclosed Data upon Research Entity’s request. 

6.2 Any other provision of this Agreement notwithstanding, this Agreement may be terminated by the Research Entity upon ten (10) days prior written notice to the Data Recipient in the event that Data Recipient materially breaches any obligation of this Agreement and fails to cure the breach to the reasonable satisfaction of the Research Entity within such ten (10) day period.

6.3 Upon termination of this Agreement, the Data Recipient shall return to the Research Entity or destroy all of the Disclosed Data in the Data Recipient’s possession or in the possession of its agents or subcontractors. Data Recipient shall not retain any copies of the Disclosed Data, except when explicitly approved by the protocol. 
IN WITNESS WHEREOF, the Parties hereto have duly executed the Agreement.

[Signatures appear on next page.]
HARVARD PILGRIM HEALTH 


DATA RECIPIENT
CARE INSTITUTE, LLC 
By_____________________________

By___________________________
    Sheila Fireman, JD




     ___________________________
    Director of Institute Administration

Name & Title

Date ___________________________

Date _________________________
INSTITUTIONAL REPRESENTATIVE                     
(if required by Research Entity)

By______________________________________
_________________________________________

Name (Print)


Date
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